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ABSTRACT

In the era of big data, with the rapid growth of internet users, the number of data

centers is becoming increasingly large, and various services need to run on di�erent

servers. In order to better manage and utilize resources, data centers need unified man-

agement, and virtualization technology is an important means to achieve this. It can

solve the problems of server resource waste, complex management, and di�cult scala-

bility in traditional data centers.

As a new instruction set architecture, RISC-V has been widely recognized in

academia and industry since its inception, and RISC-V processors have now reached

a shipment volume of 10 billion. However, RISC-V virtualization technology is still

under development, with the RISC-V Hypervisor extension only recently approved for

standardization, and there is currently no RISC-V virtualization chip on the market, and

there is very little software support for RISC-V virtualization. Therefore, research and

learning of RISC-V are very meaningful for the development of the RISC-V instruction

set.

This project uses the Rust programming language to build two versions of virtual

machine monitors from scratch, named "hypocaust" and "hypocaust-2". Hypocaust

uses pure software technology to implement a simple virtual machine monitor that can

run its own operating system. Hypocaust-2 further implements a virtual machine mon-

itor with RISC-V hardware virtualization technology and can run more complex sys-

tems such as RT-Thread and Linux. Afterwards, this project attempts to compare the

performance of the self-built virtual machine monitor with open-source virtual machine

monitors.

Finally, this project presents the experimental results and experiences of building

virtual machine monitors, analyzes the advantages and disadvantages of the project

results, and provides a conclusion and outlook.

KEY WORDS: RISC-V Instruction Set Architecture, Virtualization Technology, Rust

Programming Language
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1.1

ע Уэ ᴇ ѐ Ȃӭ н

ѝ ‍Ҵ ѐ ╘ Э ѐ ҵ

Ȃ Ҿ ע ︠‍ ̆ Ԉ   ֒

̆ ֒ Ԉ ѐȂ

ע ұ а ̆ Ԉ

ᾱּ ȁ ȁ Ԉ Ȃ

RISC -Vᴐѝ ὰ ԇ ̆ ע Ӱ ұ‫ ̆

RISC -V ע Ѭ ̆ Ԉᵷ RISC -V

╘ б ̆ ѝ ╘ Уэ ע ֒ ̕҂

Ԉ ╠ ╗ RISC -V ὸ ̆ RISC -V hypervisor

Ԉ ᴐ ̆ᴿ LinuxȁWindowsԈ FreeBSD ̕ Ѯ

̆RISC -V hypervisor Ԉ‾ RISC -V ̆

ὤ ע ⁸̆ᴿ ᴳ ֒ ╠ ᾃ Ȃ Ѯ

̆ ҂ע ұ ὡ Э ̆Уэᴿ

Siemens Jailhouse [1]̆ з ԈὨ Ȃ

ұ эӝ RISC-V ὰ б Ὧ ̆Ԉ ұ ע

ὰ Ȃ ѝҩ RISC-V ע б Rust ᾗ hypervisor

╒̆ ᴐ э ӱ̆ ᾗҩч hypervisor h̆ypocaust

Ԉ hypocaust-2 h̆ypocaust ᴳ Rust ᾗ У RISC-V Type-1 hypervisor̆

ᴳ ҩ S mode ὡб ̆ ₥ Ԉ ╟Уэ ֒ ᴐ

̕hypocaust-2 ᴳ Rust ᾗ ү RISC-V Type-1 hypervisor̆ᴳ

ҩ RISC-V Hypervisor Extension ֒ ╠ ע ̆ ₥ Ԉ ╟ rCore-

Tutorial-v3̆RT-ThreadԈ Linux mainlineȂ Ѯ ̆ ᴐ҂ 2023 3

26 ӏא ︠ ᴐ ֶ ѐṁҩ ̆Ӯ ҩ

RISC-V ע Ԉ ᴐ Ȃ Ѯ ̆  

Ὧ ᴐ҂ Ь ὤ ᴐ ╖ ѐᴐѝ   Ȃ

ᴐ ў ̔

� ᴳ Rust ӱ ᾗҩч RISC-V hypervisorȂ
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� ҩ RISC-V ע б Ȃ

� ҩӱ ᾗУэ Ԉ ╟ Linux Type-1 hypervisor

б Ȃ

1.2 ғ ӎ

Hypervisor У ע ̆ Ԉ У Э э Ȃ

Hypervisor Ԉ ⁮ 1960 Ԇѐ ̆

Ȃ э Ḁ̆ ע ұ ╒‍ э Ȃ У

Ԇ hypervisor ұ 20й 60 Ԇ̆҂ ѝľ б ֒ Ŀ̆ ‫

ע ̆ ╟ ֒Э ̆ ᴐ ̆

̆ ֒ ᵏ Ȃ

үԆ hypervisor ҂̆ ѝ"Hosted "̆ hypervisor Уэ

ᴐ ЭȂ PC ╘ ̆ ѝ ұ

֒ ᴐ ̆ з ̆ УԆ hypervisor Ԉ ў ᴐ

̂ᴿ LinuxȁWindows̃Э … Ȃ

ЬԆ hypervisor̆҂ ѝľ Ŀע ľPara-virtualizationĿ̆ ү

Ԇ hypervisor Э У Ȃ ᶢ ѐ ᴐ

╟ ֒Ȃ Ԉ῏ hypervisor ̆ Ȃ ‫

ᴿ ꜛ Xen̆ VMware ESX Server҂ Ȃ

Ԇ hypervisor үԆ ЬԆ hypervisor Э ̆

֒ Ѯ ╗ҩУ ֒ ╠̆ӱ ⁸ ᶑ ע

Ȃ hypervisor ̂ Intel AMD̃ ᵏ ̆ Intel

VT AMD-VȂ ע ֒ Ԉ‾ Ҿ ֒ Ȃѡᴿע

̆VMware vSphere Microsoft Hyper-V ұ ע Ȃ

ӭ б н ұ ע ѐ x86ȁARM ў

ԇ Э̆ ұ ὰ RISC-V ע ̆

ж ұ ұ RISC-V ע ̆ Ԉӱ  Уэ RISC-V Type-

1 hypervisor̆ RISC-V hypervisor У ̆ Ԉ  Уэ ұ

ὡ hypervisor̆ ѝ н RISC-V Type-1

hypervisorṁ У Ȃ

Ѯ ̆ Ѯ₥ ֒ꜛ ᴐ б ‍

ᴳ C ᾗ ȂC ѝҩ ᾗ UNIX ᴐ ̆

ҷ︠ ѐ̆ ұ ұ C UNIXȁLINUXȁWindows Ἴ
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а ᴁ̆ᴳ C ᴐ ѐ̆ ҩ

ᴁȂת ұ C УҾ ̂ ѐ ᾃ

Ὧ Ὧ ̃̆G  а ̆ Эй Java

̆ ѝҩ ₥ ╟ ᴐ – Android ў╒ ̆

Go ѝ (container) ֒ȁ‍ ֒̆ꜛ ‍ ֒

ȂRust Уэж ұ ὤ ̆ ₥ ᴐ

ᾃ ѝҩ ӝ Ȃ StackOverflow ľ

Ŀ ѐ ᾞȂ 2019 ̆ ж Rust C

C++ ᴧԆ Ȃ2020 ̆LinuxѮ Linus Rust for Linux ѐ

ұ Rust ὡ Linuxᾃ ѐ ҩ Ȃ2021 ̆Linuxᾃ ╗

Rust v1/v2 Ф ⁮̆ 2022 L̆inuxᾃ Rust Ȃ

ҩ Rust ᾗּ ᴐ ᾃ S̆tandford Rust ᾗ ұ

MCU ὡ Tock ὤ ᴐ ̕Rice Rust

ᾗ а ╟ ᴐ ᾃ ̕ ᴐ

Rust ᾗ ұУ ᾗ ⁸ ὤ ᴐ

̆ ᴐ ѐ ұ Rust C ᴐ ȂԈ

‍ ᴳ C ᾗ̆ ὤ Э а ̆

̆ Rust ᾗ̆Ἱ‍‾ Rust ̆   ὤ

ұ ֒Ȃ

1.3

‍ѝҷэ ̔

У ̆ ἼӮ ὲ ѬȂ

ү ̆ў Ӯ Ὧ ᴐ ⁸ ὲ Ȃ ἼӮ ұ RISC-V ע

н Ԉ УҾ Ὧ ᴐ̆Ѯ ұ ᴳ УҾ

Ӯ ̆ᴿ ע ̂ꜛ ὡб ȁ ֒ ╠ ч/ע

̃ȁRISC-Vᴇ Ԉ RISC-V ע Ȃ

Ь ̆Ӯ ч б ṁέᴇ

Ӯ Ȃ ѐ ѝ У ‍ ў̆ ұ чэ

h̆ypocaustб hypocaust-2 а ̆ᴿ CPU ᾃ̆ע ע

б ṁ Ӯ Ȃ

̆ ў ᴉ э

̆ ὲѐ ṁУҾӮ ̆ Ȃ
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ҷ ̆ э бб ̆ ᴐ̆ ЮУ

ᴐ Ȃ
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ԑ ῗ ᵲғ

2.1 ῗ ᵲ

б н ұ RISC-V ע б а ת̆

hypocaust ╟Ѯ₥̆ УҾ Ԉ RISC-V ע Ȃ Ҿ

҂ѝ hypocaust б ᵏҩУ Ȃ

2.1.1 RVirt

RVirt MIT PDOS 2018 ᴳ Rust Уэ RISC-V Type-1 hyper-

visorȂRVirt RISC-V ע Ӱ  ̆ MIT PDOS

ҩ ֒ ע R̆Virt S-modĕ ᴐ U-modĕ

ᴐ ԇ ᾗ CSR ֶ ὡ hypervisor̆hypervisorֶ

ѝ ᴐ ȂRVirt Ԉ QEMU virt Hifive Unleased

Э fedora ᴐ ȂRVirt ִ Ԉ ֗ᴉ ҩM S̆ Ŭ

RISC-V Э ̆ ᴂȂ

2.1.2 Bao-hypervisor

Bao hypervisor [2] Уэ ȁ ὤȁ ȁ з hypervisor

ᾱ ̆ ѝ Ԇ ὡ ᵏ ע ╒Ȃбּ ע ᾱ

̆Bao hypervisor Ԉ ὡ ȁ ὤ

Ȃ

Bao שּ‍ ̆ ֒ ╠ ע Ȃ э‍ּש

‍ ҩУ ֒ ̆ з Ҿ аֶ Ȃע Ԉ

ὤ ̆ ῏ ҩ ע Ȃ

Bao Уэ hypervisor̆έ ȁ ȁ ⅔ ̆ з Ԉ

ᵏ Ȃᴐ ҩУҾ ה Bao Ȃ

̆Bao ╟ ȁᾃ ᴂ̆ зѐ Ȃ

₥ Bao ҩ RISC-V ע з ╖ ╗ҩ Hypervisor Ex-

tension rocket chipԈ CVA6 Э ╖ Ȃ[3–5]
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2.1.3 Xvisor

Xvisor [6] Уэ ᴇ ע ̆ ὤ ע Ȃע

ᵏУэ ע ̆ ұ ὡ ̆έ

ᾃ ȂXvisorў ᵏὤ ע ̆ VirtIO ᵏ

Ȃע ֒ ᴐѝ э ֒ ̆ꜛ CPU ȁע IO

ȁ ȁ ע ╘ȁ ╘ ╟ Ȃ ᴐ

Xvisor Ѯѝ Normal vCPUs ᴂ ѐȂ

2019 Xvisor RISC-V ע ҩ RISC-V ̆ע

⁮ RISC-V Hypervisor Extension 1.0̆а ₥ Xvisorᴐ ұ Xvisor

ұ Ȃ

2.1.4 seL4

seL4 [7] У ұᶑ ὤ ᾃ ᴐ ̆ ‾ҽ

NICTÂ ѝ CSIRO data61̃ ȂseL4έ ш ע

̆ᶑ ҩὲᾃ ╖ ὤ Ȃ ᴳ seL4 ѝ ὤ

ᶕ ᶑ Ȃ

seL4 ꜛ ԈЮΰ ̔

� ὤ ̔seL4 ᾃ ш ̆ᶑ ᾃ

ὤ Ȃ

� ᾃ s̔eL4 ᾃ ̆ ꜛ ᴐ ╖ Ȃ ᴳ

έ ȁ Ȃ

� ̔ ұ seL4 Уэ ᾃ ̆ аֶ ╗ ╖

̆ ᴳ ὡ έ ִ□Ȃ

� Ԇ ̔seL4 GPLv2 ̆ ὤ Ԇ Ȃ

� ̔ ұὲ ὤ ᶕ ̆seL4 ѐ ⁮

̆ ȁ ȁ ȁ ȁּת Ȃ

₥ seL4 ѝ RISC-V ע ᵏҩ Ȃ[8]

2.1.5 KVM

KVM̂Kernel-based Virtual Machine [̃9,10] У ұ Linuxᾃ ע

̆ ἵ ֒Э э ̂VM̃̆ э VM Ԉ

а ᴐ ȂKVM‾ ע ѐ ֒ ╠ ע ̂ Intel VT

6
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AMD-Ṽ VM ὤ Ȃ

KVM У Ԇ ֒̆ Ὠ ᴳ ̆ᴿ Red

HatȁIBMȁIntel ȂKVM ᴐ ̆ꜛ LinuxȁWindows BSDȂ

̆KVM ᵏҩУҾ έ̆ virt-manager virsh̆ᴳ …

ȁ Ȃ

KVM ִ ꜛ ȁ ȁ ὤ ȁ Ȃ Ԉ

а ֒ Э Ȃ ̆ ұ Linuxᾃ У ‍̆ ᶑ ҩ

б Linuxᾃ ̆ Ԉ ұ Linux שּ ᵏ ╟ ȁ╖ ФȂ

₥ Linuxᾃ שּ Ὧ RISC-V зѝ KVM ᵏҩ RISC-V

ע Ȃ

2.2 ῗ

2.2.1

ע У ў Э… э Ȃӱ ̆

ΰѱ Ȃ⁞שּ ע ̆ У

CPU ̆ ⁸ ֒̆ ѝЭ ֒ ᵏ ֒ ̆

Ҿ ֒Ԉѝ ЭȂ ўע ‍ѝԈЮ э

‍̔CPU ᾃ̆ע I/Ŏע Ԉע ѐ Ȃע

� CPU CPU̔ע ע ѝ ᵏ ̂virtual CPŬ

vCPŨ ὲ ԇ ѐȂ ў Э̆

ISĂ Э ᵏ ISAȂ ISAб ISA Ԉ ̆҂

Ԉа Ȃ ISAб ISA ̆ ԇ Ԉ

Э ̆ ԇ ̆ ̕

ISAб ISAа ̆‡ Э У ԇ

Ȃ[11]

� ᾃ ע ᾃ̔ ע ѝ ᵏ Ȃ ұ

Э̆ ѝ ᵏУ

̆ᴳ Ԉѝ Ԉ ̆

Уэ ⁸ ⁮ Ȃ[11]

� I/O I/O̔ע ע ѝ ᵏ Ȃ ұ

̆ ұ

ұ Ȃ[11]
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� ѐ ע ע ѐ̆ ѐ б ̆ᴳа

Ԉ ԏ ѐ Ȃѐ ע ў ꜛ ч

̔ Ȃ ע ֒ ѐ ̆

ὲּ Ȃ ‡ ֒ ̆ ѐ ּ

Ȃѐ ע Ԉ ̆̓͂ Ѯ

ҵ Ȃ[11]

2.2.2 CPU

CPU ע У ֒ ̆ Ԉ У ע

э Э ̆ э έ ᴐ ȁ ╒

╖ ̆ ȂCPU ע Ԉ

‾ ̆ Ὥӎ̆ ╗ ὤ

̆ ҂ ᵳҩ Ȃ

Ю Ӯ ⁮ CPU ע Ȃ

2.2.2.1 Ґ

Ю У CPU ע Ȃ ע Ю̆ ᴐ ᾃ

̆ ֶ ԇȂR ȁ Ὧ ԇ̕

̆У аֶ Ҿ ԇȂ

ע Ю̆ ᾃ ̆ ᴐ ⁮

Ȃ ᴐ а ̆ŋ ֶ

ԇ̆ ԇ Ԉ Ю ̆ ѫ ԈԆ

ԈУ ὤ Ю ԇ Ȃ ע ѮѝЮ

Ȃ[11]

2-1 ҩЮ б ̆ὲѐ ᴐ ᾃ ὲ

̆ ᾃ ̆ ԇ Ю ᴐ ᾃ

ᴐ Ȃ

2.2.2.2 ᴌ ꜡

֒ ╠ ע У CPU ע ̆ а ע

̆ ע ᾳ Ȃ ֒ ע ԇ ў ᴇ

чэ Ȃ Ἴ̆У ‍ ԇаᾋ Ю ̆ ⁮ ֒

֒̆ᴿ RISC-Vѐ vs ̂ ѐ ̃̕ὲ ̆

ὡ ֒ ע Ѯ ̆ а ע ѐ ԇ҂ Ԉ

Ю ̆ӱ Ȃ[11] ᴿ ̆RISC-Vѐ ὡҩУэ

8
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2-1 ὡб

hstatus ̆ Ԉ ⁸ Ҿ ԇ Ю Ȃ

2.2.3 Ὺ

ᾃ ע У ᾃ ‍ э ᴳ

Ȃ ֒ ֒ ⁸̆ ᾃ ᾃ Ѯ Уэѐ ̆

ᾃ ‍→ э ‍̆ ԏ‍ а ᴳ Ȃ

ᾃ ע Ԉ ע ᾃ ‾ ̆ ╗ ̆

Ȃ ᾃ ע ꜛ ᾃ ȁᾃ ȁᾃ

ȁᾃ Ὥӎ Ȃ[11]

ѝҩ ╗ ᾃ ע ᴐ ̆ Ἴӱ ᴳ ע

Ȃᴳ ̆₥Ѯע ᴐ ᾃ ̆

э ľ̆ ⁮ Ŀ ӱ

Ȃᴳ ע ̆У ў Э э Ȃ э

ᴐ ⁮ ҂ ӱ Ȃ ̆ аἵ

ᴐ а ұ ᾃ שּ Ȃ э ᴐ

Ԉ ֗ ᾃ שּ ̆ ᶢ ὲӹ Ԉ

ᾃ ѐ ̆ ҩ ᾃ ֶ̆ш э ὤȂ[11]

̆ᾃ ע чэ ̔

� Ўѝ ᵏӱ Ȃ

� ү̆ Ѯ ᾃ ̆ ‍

9
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ᾃ שּ Ȃ

ѝҩ чэ ̆ ἼӮ У ᾃ ̔ ̆

ў ᾃᴳ ̆а ȁ ѐ Ȃ

ѝў Ȃ ѐ̆

ў ̆ ẏ ᾃ ѐ Ԇ Ȃ ̆

ᵏУ ⁸̆ ў

Ȃ 2-2 ̆⁮ ₥ѝ Ὥ Ь а ̔

� У ᴐ ᴳ ̂Guest Virtual Ad-

dress, GVÃȂ[11]

� ү ᴐ ̂Guest Physical Address,

GPÃȂ[11]

� Ь CPU ў ̂Host Physical Ad-

dress̃̆HPAȂ[11]

ὡ Ѯ ̆ᾃ ע ԈЮ эִ ̔

� Ў Ԉѝ э ᵏУэӱ

̆ ᴐ ľԈѝĿ Ӱ Ȃ[11]

� ү̆ ү ў ᾃ ᴳ ̕ᴿ ̆

а ў ̆ӱ ῏ ᾃ

Ȃ[11]

� Ь̆ ᴳ э ᾃ  ў ᾃ

̆҂ Ԉ ᾃ ע ⁸ Ȃ[11]

� ̆ ᾃ ע Ѯ ὤ

̕ ѝ Ḇ╠ ү ⁸ҩ У

̆֗ᴉ а ᾗὲӹ ѐ ᾃ שּ Ȃ[11]

Ю Ӯ ᴳ ᾃ ע Ȃ

2.2.3.1 ┼

У ᾃ ע Ȃ ᾳЮ̆

ч ̆ Ԉ ў ̂ Ἴ

ѝ ̆ᾋ ѝў ̃Ȃ ֒ ע

  Ѯ₥̆MMU Уэ MMUת̆ ᴳ ̆ ѫ

ᴉ Уэ ᾳЮ ч ̙

ὡ (Shadow Page Table, SPT) ⁸̆

ұ ᾃᴳ Ȃ ᴐ ѝ ̆

ֶ ⁮MMUѐ̆ľ Ŀ Ѭᴇ чэ Ȃ Ἴ̆

10
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2-2 ᾃ ע

ѝ ̆ аѝ ̆ ὲ ὤ ̆

а Ȃὲ ̆ ᾃ б Ὧ̆

ᾃ ᾃ ̆ ẹľ ĿУ Ȃ[11]

2-3 ҩ Ȃ Ἴ̆ ᴐ ѐ

⁮ ̆ ұ ᴳ ̆ ӹ

ᾗὡ ѐȂ ү ̆ ᾗὡ ᴐ Ю ̆

ὡ⁮ ѐȂ Ь ̆ ᴐ

̆ ѐᾃ … Уэ Ȃ ꜛ ҩ ⁮ў

Ὧ Ȃ ̆ ᾃ

ѝ Ȃ ҷ ̆ ᾗὡ Ȃ[11]

2.2.3.2 ҩ

ч У ᾃ ע ⁸Ȃ У ֒ ╠ ע

ѐ̆ ֶ֒ ╗ ע ̆ ע ѐ ╗ ү Ȃ

ҩ ⁮ў Ὧ Ȃ Ἴ ѐᴳ

ѝ У ̆ ⁮ Ὧ Ȃ

2-4 ҩ ע ᾳЮᾃ ⁸̆ ҩ ֒ ע ᾳ

Ю̆ᾃ ֶ‍ѝчэ ̔ ᴐ ⁸ У ̆

ѝ ̕ ⁸ ү ̆

ѝў Ȃ[11]

11
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2-3

2-4 ч
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2.2.4 I/O

ᴐ ѮУ Ȃ ᴳ Ѯᾃ̆ ᴐ

҂ᵑ ľ ѝĿ ╒ Ȃ ̆ ұ ὤ ‾

̆ аἵ ̆ ‾

I/O ע ѝ ᵏľḮĿ ̆ᴿ ̕

Ԉẹ ᴐ ᴐ Ҿ Ȃ[11]

I/O ע Ьэ ╖ Ȃ Ἴ̆ ֶ ⁸

Ȃ ѝ э Ὥӎ̆ э

ѐ ̆ ш ὲӹ ў ὤȂὲ ̆I/O ֶע

ѝ э ᵏ ȂԈ ѝᴿ̆ ᴁשּ

ẏ ᶕ ̆ᴿ ў ̂Master Boot Record̃̆MBR ὤ У

שּ‍ ̂GUID Partition TablĕGPT̃ȂI/O ѝע ᵏ

̆ᴿ 1

שּ ̆ӱ MBR Ȃᾋ ̆I/O ע Ԉ

‾ ȂԈ ѝᴿ̆Уэ ҂ а ת̆

э ᴳ ̆ Ԉ ‾ Ȃ[11]

Ю Ӯ ᴳ ⁮ УҾ I/O ע Ȃ

2.2.4.1 ᴌ

֒ I/O ע Ḇ╠ ֒ ע ╟̂

ᶢ ╟ ̃ ֒ ԇ Ѯ̆ ᾃ

ѝ̆ ѝ ᵏ I/O ╘Ȃ ֒ I/O ע ᴐ

ԇ ̆ а ╟ ṁ֗ᴉᶢ ̆ ᴐ ᴳ ╟ б

ӇҵȂ ֒ I/O ע ҂ ұὤ ע Ȃ[11]

Ԉ ѡᴿ̆ ұ ̆У ֒ ̔

‾ ֒ᴐѝ ̆ ᴁשּ ѝ

֒ᾃ Ḷ Ȃ ̆ ὡ ᾗὡ э ֶשּ ֒ Ὧ

Ḷ ᴁ Ȃ[11]

2.2.4.2

У I/O ע Ȃ ӱ

ѐ ̆ ὲ Ӈб ѐ ╟ Ȃ

ע ִ□ ̔ ᴳ а ֗ᴉ б̆

Ԉб ֒ ע ̆ ҩ I/O ע Ȃ

ᴳ ֒ ע I/O ע ѐ Ἴ

13
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⁮ ѐ̆Ѯ ֶ ⁮ ѐȂ Ѯ₥̆

ў ̆ Ȃ

̆ Ӈҵ ̆ ұ ѐ ̆

╟ DMA ᴐ ᴳ ў

̂ ‡ DMA ᴐ̃Ȃ[11]

ᴇ  ҩ IOMMÛInput-Output Memory Management Unit̃

ᾱ э ȂбMMU IOMMU҂̆נ ᵏҩ ү ⁸̆

ᴳ ў ̆ ѐ Ȃ

ѝҩ ֗ ў ̆ Ἴ

ѝ IOMMU ү Ԉ̆ ѐ ⁮ў

Ὧ Ȃ DMA ᴐ D̆MA ֶ IOMMU

ў ̆Ԉ ᴐȂ DMA

а ұ ᾃ שּ ̆IOMMU   а ̆

̆Ӈ Ȃ[11]

2.2.5 Ҳ

ѐ ᴐ б Ӈҵ а ⁸Ȃ ֗╘ ̆

ѐ CPU Ԉ̆ᵳὲ ᴐȂ ע Ю̆ ѐ

ᴐ ѐ   Ȃ ע Ю ѐ̆ Ԉ‍ѝч

̆У ѐ ̆У ѐ Ȃ ѐ ӊ ̆Ӈ

Ȃ У аἵ ѐ Ȃ ў

ѝ ѐ аУ э ὯȂ[11]

֒ ע   Ѯ ѐ̆ ע ֒ Ȃ

ӊ ѐ ֶ Ἴ ὡ⁮ ̆ ѐ

⁮ ѐ ѐ ὡȂ ֒ ѐ

ֶע Ю ̆ Ȃ[11]

֒  ע ҩѮ ̆ Ԉѝ ֒

̆ ᴳ Ҿ ⁸ѐ ѝȂ Ҿ

аֶӊ ֗ᴉ Ю Ȃ ̆ ὡѐ ҂ ⁮ҩִעȂ

Ԉᴳ ֒ ᵏ ὡѐ Ȃ ѐ CPU

֒ ╟ ὡ ѐ   Ȃ[11]

14
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2.2.6 RISC-V ת

2.2.6.1 RISC-V ת

RISC-V ԇ У ȁ ԇ ̆ ᵏ

ȂRISC-V ԇ Уэ ұ Load-Store ԇ ̆ὲ

ע ԇ ̆ᴳὲ ұ Ȃ ᴳ ұ а ̆ꜛ

ὡ ȁ ╟ȁ ╘ Ȃ

RISC-V ԇ ╗ ‍‾Ἷד ӝ ȁ н жнӝ

Ԇ Ὥ Ȃὲ ұѮ₥ ԇ ̆ ARM

MIPS Ȃתбὲӹ ԇ а R̆ISC-V ԇ

б Ȃ ̆ ұ RISC-V Уэ ̆֗ᴉӝ Ԉ ὲ ᶢ

̆ ᴳ э ԇ ȁὭӎ ѐ Ȃ

� ̔RISC-V ԇ ̆ ҃ ̆ з

б CISC ԇ а ̆ ᴳ RISC-V ԇ ̆

ᾗ ȁ Ԇ Ȃ

� ̔ RISC-Vѐ ╗ ԇ ̆ Ԉѝ Ҿ

⁸ ᵏ Ȃ ̆RISC-V Ԉ ╗ Ѭ ԇ̆Ԉ

עִ Ȃ

� ‍ ̔RISC-V ԇ ᴳ ‍

Ȃ ̆ ‍ έ ԇ ̆

Ԉ ᾃ ᴐȂ

� ̔RISC-V ԇ У ̆ὲ ᴇ ҩ Ὥӎ

‡Ȃ ᴳ RISC-V ԇ Ԉ ὤ ᾃ

ᴳ ̆ѝ э нӊ ╒Ȃ

RISC-V ӱ ӭУ ̆ ΰ   ⁮ҩ

100Ӣ Ȃ ұѐ ̆ὲӹ ў CPU x86 ARMέ

̆й Эў CPU x86 ARM ̆ ԏ Ὠ ӊ Ȃ

ѝҩ Э ̆RISC-V ₥ Уэ Ȃ

2.2.6.2 RISC-V

RISC-V ⁞‍ѝ 4 ӱ̆ ̆ꜛ (Machine Mode)ȁ

(Supervisor Mode)ȁ (User Mode)̆ У ῆѐRISC-

V╗ὡҩ ע ╖ (Hypervisor Extension)̆Ὧұ RISC-V ע

Ѯ έᴇ Ȃ

̆ ұ ⁞̆ Ԉ

15
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2-5 RISC-V [12]

Ȃ ꜛ ҩ ᴐ̆ ᾃ ȁ ȁ

ѐ ⁸ Ȃ ѝ ⁞ ֒ ὡ ⁞̆

ұ ᴐ ╟ ⁞ ֒Ȃ ⁞ ֒

ԇ ̆Ԉ ⁸ ὲ ֒ Ȃ

‡ ̆

ԇ ̆Ԉᶑ ᴐ ֒ὁ ᴐ Ȃ

ע ̂ ЮУ Ӯ ̃ ѝҩ RISC-V ע ̆ Ԉ

֒ ѝ ᴐ ᵏ ╗ע ╒Ȃ

2-5 ҩ RISC-V а ᾳȂ ̆RISC-V

̆ ұ ὡ ̆ M mode U mode ̆

U mode ABI ̂application execution environment,

AEẼ ╘Ȃ ᴐ M modeȁS mode U mode ὲ̆ѐ S mode

SBI ̂supervisor execution environment, SEẼ

╘Ȃ ‡ M modĕS mode H extension

U mode Э̆ HBI ̂hypervisor

exection environment, HEẼ Э ᵏ Ȃ[12]

2.2.6.3 RISC-V

ѝҩ RISC-V RISC-V̆ע ֶ  ҩ RISC-V ע

2021 11 ҩ 1.0 ȂRISC-V ע ╖

RISC-V Supervisor mode ᶢ ѝҩ hypervisor-extended supervisor modêHS-

modẽ̆ Ԉ ὲѐ hypervisor Ԉ ᴐ ў ᴐ

ȂRISC-V ע ҂ ᵏҩӱ ⁮ў ̆Ԉ

ѝ ᴐ ᾃ MMIOȂ S modeЭ ᴐ

Ԉа╗ᶢ HS-mode VS-modeȂ[12]

HS-mode Ю̆hypervisor ў ᴐ SBI

Ӈҵ̂ ẹ S-mode ᴐ У ̃̆ ̆ HS-mode

16
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hypervisor ў ᴐ ҂ SBI Ԉ Э ᴐ ᵏ

╘Ȃ[12]

2-1 RISC-V ע

Virtualization

Mode(V)

Nomainal

Privilege

Abbreviation Name Two-Stage Translation

0 U U-mode User mode O�

0 S HS-mode Hypervisor-extened super-

visor mode

O�

0 M M-mode Machine mode O�

1 U VU-mode Virtual user mode On

1 S VS-mode Virtual supervisor mode On

ҩ RISC-V ע ̆RISC-V ּ

а Ȃ 2-1 ҩ ╗ҩ ע RISC-V ‟ Ȃ V

₥ ע Ю̆ V=1 ̆ ₥ hart

(VS-modẽ ̂VU-modẽ̆ V=0 ̆ ₥ hart

Ԉ M-modĕHS-mode HS-mode ᴐ Ю U-modeȂ

ע ҂ᾱ ₥ ч ̆Э ҩ ₥ hart

Ȃ[12]

RISC-Vѝҩ ╖ע ̆ ҩᴳ S-mode ̆ HS-

mode ╗ҩУҾ ̆ Ҿ Ԉ ұ ᵏч ұ

VS-mode ᴐ ѝ ⁸̆ ╗ HS-mode ̔

hstatus, hedeleg, hideleg, hvip, hip, hie, hgeip, hgeie, henvcfg, henvcfgh, hcounteren,

htimedelta, htimedeltah, htval, htinst, hgatpȂ[12]Ю HS-mode ╗ Ҿ

╖ ṁУэ ̔

� hstatus: hstatus ᵏ ұנ mstatus ╖ ̆ ұ ⁸ VS-modeЮ

ᴐ ѝȂ[12]

� hedeleg hideleg: ұ ѐ Ԇ ⁮ VS-mode

ᴐ ЭȂ[12]

� hvip, hip, hie: hvip Уэ ᾗ ̆ Ԉ ұ VS-mode ὡ

̆ hip̆hie‡ sip̆sie ᵏ ╒Ȃ[12]

� hgeip, hgeie: hgeip Уэ ̆ ₥ hart guest

ѐ ̕hgeie Уэ ᾗ ̆ ᵏҩ ұ ₥ hart guest ѐ

17
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ᴳ Ȃ[12]

� hcountern: ұ ⁸ VS-modeЮ ᴳ ̆ Э Ȃ[12]

� htval: з ὡ HS-mode Ὧ̆ұ ᶕ ᾗὡ⁮ htval

ѐȂ[12]

� htinst: з ὡ HS-modĕὯұ ԇ ᾗὡ⁮ htinst

ѐȂ[12]

� hgatp̔ ұ ү ̆ ֒ ᾗὡ hgatp ᶕ ⁮

Ȃ[12]

2.3

Ἴ ұ ₥ н б Ὧ ᴐṁҩ Ӯ ̆Ѯ Ӯ ҩ

ѐ ᴳ ⁮ Ὧ ̆ꜛ ע ̆ CPU ȁᾃע

ȁI/Oע ȁѐע ע ṁҩ Ȃ ҂ RISC-V ԇ

ṁҩ Ӯ Ȃ

18
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Ҏ ғ

ҩч ұ RISC-V ע ֒̆ У ѝ hypocaust ӑ

ᵑ ұ֗ᴉ ֒ ע ̆ ὤᴳ ֒ ὡб ̆

Ԉ ╟Уэ ֒ ᴐ ̕ ү ѝ hypocaust-2̆ᴳ ҩ

RISC-V Hypervisor Extension ֒ ╠ ע ̆ Ԉ rCore-

Tutorial-v3, RT-Thread, Linux mainline ᴐ ̆ч ᴐ ὤ ᴳ Rust

̆Ю ч hypervisor бέᴇ Ȃ

3.1 hypocaust ᵩ

hypocaust Уэᴳ Rust ᾗ ֒ὤ ע Type-1 hypervisor̆ᴳ

ҩ S-modeЮ б Ȃ

3-1 ҩ hypocaust ̆hypocaust M mode RustSBI

Э̆RustSBI Ԉ sbi call ѝ hypocaust ᵏ ╘̆ᴿ ̆hypocaust

Ԉ sbi call ὡ  б ѐ Ȃ ̆hypocauat҂ѝ U

mode guest os ᵏ ╘̆hypocaust ѝ guest os ᵏ sbi ╘ guest

ԇ Ȃ

hypocaust ᾃ ̆ ᴐ аֶ

̆ ̆ᵳұ

ў Ȃ ᴐ ‎ ֶ ὡ ̆

ὲ ӱ   Ȃ

hypocaust ѐ ע ѐ ὡ ̆ hypocaust ⁮ SBI

ѐ h̆ypocaustֶ ⁮ ѐ ID̆ hypocaustֶ

ѐ ID ὡ⁮ CPU ѐ̂ ў PLIC ѐ

⁞̃Ȃ

hypocaust IO ע ּ ̆ MMIO

ᴐ ̆ ᴐ ӱ Ԉ ⁸ ̆а

̆έ IO Ȃ
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3-1 hypocaust ᴇ

3.2 hypocaust-2 ᵩ

hypocaust-2 hypocaust ֗ Ȃhypocaust-2ᴳ ҩ RISC-V ᵏ

֒ ╠ ע ̆ Hypervisor Extension б ̆ ұ ὤᴳ

֒ h̆ypocaust-2 ̆ з ұ ֒

̆ᴳ Ԇ ѝ ̆ ѝ ת̕ hypocaust-2

ҩ ע ֒Э ̆ hypocaust Ԉ ֗ᴉ RISC-V

Э Ȃ

3-2 ҩ hypocaust-2 ᴇ ̆ ҩ RISC-V ע ᾳ

Ю h̆ypocaust-2 HS-modĕ M-mode RustSBI ᵏ ╘̆

VS-mode ᴐ ᵏ ╘Ȃ

ᴐ ᾃ ӑ ұ hypocaustᴳ h̆ypocaust-

2ᵑ ұ ֒ ע ᵏ ч ⁸̆ ֒Э Уэ Nested

MMŬὲѐꜛ vPTWб vTLB ұ ч б

̆ ұ а Ὧұ ᴇ б ̆ ұа ұ ֒

Ȃ

hypocaust-2 ѐ бע IO ע б hypocaust ̆
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3-2 hypocaust-2 ᴇ

аᾋ Ȃ

3.3 CPU

Ὧұ CPU ע Ѯ₥ ѐ ṁҩӮ ̆ аᾋṁ ̆

έᴇӮ hypocaustб hypocaust-2 CPU ע б Ȃ ̆

CPU ע ѐ̆ Ἴ ΰэ ḣ ԏ ̔

1. ұ э hart vCPU Ҿ б ̙

2. hypervisor ᴉ ᾗ CSR ԇ ὲӹ ԇ̙

3. hypervisor ᴉѝ guest ᵏ sbi ╘ ̙

4. hypervisor ᴉ Ѯ guest ̙

3.3.1 CPU hypocaustҲ ғ

ұ hypocaust ᴳ ֒ ̆ ұ CPU ע

ὡб Ȃѝҩ ὡб ̆ ҩ ᶑ УҾ

б ᴐ ЭЮ ‎ ᶕ ̆ ᶑ УҾ ᶕ

ұ ̆ hypocaustѐ эᶕ ṁ shadow_stateȂ ԏ

̆У У ‍ hypocaustѝ CPU ע Ȃshadow_state ᶑ
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ᶕ Ю ̔

3-1 shadow_state ᴇ

成员变量 内容 描述

csrs sstatus, sie, sip, stvec, sscratch,

sepc, scause, stal, satp, mtimecmp

控制状态寄存器

shadow_page_tables ShadowPageTable<P> 影子页表列表

interrupt - 是否发生中断

conseutive_satp_switch_count - 连续切换根页表寄存器的次数

3-1 ҩ hypocaust shadow_state ̆ ұ hypocaust

ᴐ ῆ rCore-Tutorial-v3̆ ҩ rCore-Tutorual-v3 ᴳ ҩ

Ҿ ⁸ ̆‟ ҩ ⁸ ̆ ҩ ⁸

̆shaodw_state ȁ ѐ Ԉ ‎

̆ Ҿ ᴐ Ѯ Ӯ Ȃ

3-2 hypocaustѝ ᴐ

成员变量 描述

trap_cx_ppn 上下文切换物理页

trap_cx 上下文切换保存的状态

shadow_state 维护的影子状态

guest_id 客户操作系统标识号

smode 记录当前 guest是运行在 S-mode还是 U-mode

virt_device 维护的虚拟设备

3-2 ҩ hypocaust ѝ ᴐ ̆ ҩѮ₥ ⁮

shadow_statĕ ꜛ trap_cx_ppn̆ ұ ЭЮ ‎ ‍ ̕

trap_cx ұ hypervisorб guest ЭЮ ‎ ᶑ ̆ὲѐꜛ 32э

̆УҾ S-mode ⁸ ̆hypervisor ̆hypervisor

Ԉ trap_handler ̕guest_id̆ ұ ᴐ id̕smodĕ

₥ ᴐ ѝ э ̂  ע ̆ Э

ὤ ̃Ԉ virt_devicĕ ұ  ע Ȃ
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